UHCcTpyKUuMA no ycTaHOBKE U Havyany paboTbl
NoO “Pekpuntopnym”



AHHOTauus

HacTtoawumn gOKyMeHT cooepXut nHgpopmaumo, Heobxoammyo ansa yctaHoBku MO
“‘Pekpuntopuym”.
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CucrtemMHble TpeboBaHuA
MwuHuManbHble cucTeMHble TpeboBaHus ansa akcnnyatauum MO:
1. B pamkax on-premise MMHMMarnbHbIE CUCTEMHbIE TpeboBaHUSA
« RAM: 100 I'b;
* VvCPU: 40 agep;
* [wnck 230 I'b.
2. TpeboaHus k CPU:
* Intel(R) Xeon(R) CPU E5-2697 v2 @ 2.70GHz.
3. BHelHne 3aBMCUMOCTH:
+ Cepsep Proxmox (ansa nogaepXkm guHaMm4ecKkoro aHanmsa);
+ Cepsep c nogkrntoveHHbIM GPU (ons nogaepXkun aHanusa ¢ nomMoLlbio
LLM).
4. Tpu ucnonb3oBaHuM BeG-BEpCUM NOAOEPKUBAOTCA crieaytolme 6payaeps:

« Opera, Chrome, Internet Explorer, Mozilla Firefox, Yandex browser,
Safari.

CocTtaB YCTaHOBOYHOIO nakeTta
» Docker-o6pa3sbl MMKPOCEPBUCOB;
* Habop docker-compose dainnos;
* [pyrve ycTaHOBOYHbIE CKPUMTLI U dhannbl.



Mpouecc yctaHoBku MO

NMoaroTtoBKa K ycTaHOBKe

Ang yctanosku MO "Pekpuntopuym" Tpebyetca OC Linux (Debian) n nogaepxka
Docker.

Onsa pab6otbl Beb6-Bepcum u APl MO "Pekpuntopuym" no npotokony https,
HeobxoaMmo BbINYCTUTbL SSL cepTudmkat (ceptndumkaTt n Knov), COOTBETCTBYOLLNN
LeneBoMy JOMEHY.

Ona  nogknioyeHns yHKUMOHaNa AMHaMU4Yeckoro aHanmsa (NecoyHuLbl)
Heobxoanmo:

1. Co3paTb Kak MUHUMYM 1O OAHoOM BI/IpTyaJ'IbHOIZ MallnHe Co cnegyrwmnmin
onepaunoHHbIM CUCTEMaMU.

Windows 10 21H2 vnu BblLLE;
 Ubuntu 24.04 LTS vnnu BbiWwe.

MUWHUMarbHblE CUCTEMHble TpeboBaHWSA COOTBETCTBYHOT CTaHOAPTHbIM Ans
ykasaHHbIx OC.

2. BupTyanbHble MalnHbl AOSMKHbI HAXOAUTLCS B OTAENbHOM CErMeHTe CceTu, K
KOTOpOMY, Takke, OO/MKEH MMeTb OO0CTyn cepBep C ycTaHoBreHHbiM [10
"Pekpuntopuym". HacTponky cMm. B "napameTpbl yCTaHOBKKN".

3. CkonupoBaTb Ha Kaxayl MNOAKMAYAeMyl BUPTyasnbHY MalunHy ann
install sandbox client.bat M install sandbox client.sh, Ansa
OC Windows n Ubuntu, cooTBETCTBEHHO.

4. [Ona Kaxxgow Noakniyaemon BUPTYyanbHOW MalUWHbLI, BbINOMHUTL criegyouime
JEencTBuUS:

a. BbINONHUTL YCTAHOBOYHLIA CKPUMNT W CreaoBaTb WMHCTPYKUMAM Ha
3KpaHe, onsa atoro, Ha OC Windows unn Ubuntu, cOOTBETCTBEHHO:

i. 3anyctutb cpavin install sandbox client.bat OT UMEHU
agMUHUCTpaTopa.
ii. BbINOMHUTbL B TEPMUHANE crneayrolme KoMmaHabl:
sudo chmod +x install sandbox client.sh
sudo ./install sandbox client.sh
b. lNepesarpy3anTb MaLInHy.
c. CospgaTtb shapshot (BO BKITHOYEHHOM COCTOSIHMM) N 3adbmuKCUpoBaTb ero
nms.
d. Tenepb MaWWHY MOXHO BbIKMIOYUTb, UMM OCTaHOBUTL (Stop) uepes
MEHI0 yrpaBrieHns BUPTYyanbHbIMU MalLUVHaMMU.
5. Cospatb APIl-knov gna goctyna Kk Proxmox, ¢ AOCTYnoM K ynpaBreHuto
yKa3aHHbIMW BUPTyaribHbIMU MaLUMHAMW.
6. CepBep c ycraHoBneHHbiM [10 "Pekpuntopuym" [ormkeH uMeTb ceTeBOW
poctyn Kk APl Proxmox.



Ona nogknoyveHnss  dyHKUMOHana aHanusa @annos ¢ nomowbo LLM
Heobxoaumo:

1. CkonmpoBaTtb Ha cepBep ¢ noakntoyeHHbiM GPU (cM. BHELLHWE 3aBUCUMOCTH)
dhannsbl:
recryptorium 1llm model.gguf
install 1lm.sh

2. BbInonHutb cneaywouwme KomMmaHAbl (BBO,EI,FI naposib nosib3oBaTtesnsd, ecru
TpebyeTcs):
sudo chmod +x install 1lm.sh
sudo ./install 1lm.sh recryptorium 1llm model.gguf

3. Cospgatb kntod goctyna SSH Ans nogknoveHust K cepsBepy.

YcTaHoBKa
Bbirpysutb gokep obpasbl

[lna aToro B KoMaHOHOM CTpoOKe, B nanke ycraHOBOYHOIO MNMakeTa BbIMOJIHUTb
KOMaHAbl:

docker load -1 images/*.tar

Y6eauTechb, 4To Bce 06pasbl 3arpykeHbl KOPPEKTHO, C MOMOLLbIO KOMaHAbI

docker images

3agaTtb HeobxoauMble NapamMeTpPbl YCTaHOBKU

B nanke docker oTpegaktMpoBaTtb dyansbl KOHUrypaumm:

1. B ¢pannax mongo.env, rabbit.env, redis.env 3agaTb COOTBETCTBYHOLLMNE
nepemMeHHble C pekBu3nTamy agMUHUCTPATUBHOrO AOCTyna M focTyna Ans
MUWKPOCEPBUCOB (FTOMMHbLI U Naponu), rae NPUMEHNMO, COrflacHO ONUCaHWUK B
dhannax.

2. 3anyctutb cepBuc mongodb, BbINOMHMB CneayoLwyo KoMaHay:

docker compose -f docker-compose-mongo.yml up -d

3. C nomowbio yTunuTbl mongosh MNOAKMYMTLCSA K mongodb no agpecy
localhost:27017 (ecnu KOMaHga OTCYTCTBYeT, HEODXOAMMO YCTaHOBUTb
naketT mongodb-org-tools)

a. cosgaTtb HOBOro Nnonb3oBaTens Ass 4OCTyna MUKPOCEPBUCOB;
b. cospaTb cnegytowme 6a3bl AaHHbLIX C 4OCTYNOM 4S5 BHOBb CO34aHHOro
nonb3doBartena:. fs, msauth, tickets, 1lm db

4. Pas3BepHyTb KOMMMeKTHyto 6a3y AaHHbIX, ANS Yero B nanke ycTaHOBOYHOrO
nakeTa BbINOMHUTb CreayoLLyo KoMaHay:



mongorestore —--host=localhost --port=27017 -u="<user> " -
p="<password>" --authenticationDatabase="admin" ./dump

roe <user> n <password> - pekBM3nUTbl aMUHUCTPATUBHOIO AOCTyNa K
mongodb.
5. YcTtaHoBUTbL pekBM3UTbI [OCTyna MukpocepBmcoB kK mongodb, ona 4ero
oTpefakTnpoBaTb crneaytowme dansbi:
llm.env, msauth.env, msfs.env, msticket.env
6. YcTaHOBUTb pPekBU3UTbI JOCTyna K rabbitmq ansa mukpocepBucoB, Ans 4ero
OoTpeaakTnpoBaTth creayowme dannbl:

capa-rules.env, cape-extractor.env, cape magika.env,
cape parsers.env, cape scoring.env, cape sgnatures.env,
dsbproxy.env, gateway.env, llm.env, msfs.env, msmeta.env,
msnotification.env, msticket.env, static ml.env

7. YCcTaHOBUTb pPeKBM3UTbI gdocTyna K redis Ons MUKPOCEPBUCOB, ONS 4ero
oTpeAakTupoBaTth creaytowme dannbl:

capa-rules.env, cape-extractor.env, cape magika.env,
cape parsers.env, cape scoring.env, cape sgnatures.env,
llm.env, msfs.env, msmeta.env, static ml.env

8. B dpannax frontend.env N cape-dynamic.env 3agate URL gns gocryna
K MOAYJH0 MeCOoYHMLbI B popmaTe, ykasaHHOM B haunne.

9. B danne 11m.env 3agaTb agpec v NopT Ansa coegmHeHus ¢ cepsepom LLM (c
nogkntoveHHsiM GPU).

BbinyweHHbIn SSL cepTudmkat (cepTudumkaT M KN4d) CKONMpoBaTb B Marky
docker ¢ wvMmeHamn (annoB, COOTBETCTBEHHO, certificate.pem W
certificate key.pem

Knou goctyna k cepsepy LLM ckonuvpoBatb B nanky docker nog nmeHem
1lm private.key

[1na HacTpoWikM ceTeBoro goctyna KnueHTckux BM neco4vnnupl k cepsepy 10O
"PekpuntopuyMm", oTpegaktmpymte gpamn cape-dynamic.env U 3agante agpec
MO "PekpuntopuyM" BHYTpU cermeHTa knmeHTckux BM un nopt gocryna.

Ana HacTporku nogkntoyeHus knmeHtckux BM k O "Pekpuntopuym"
oTpefaktupynte pamn cape-dynamic.conf U yCTaHOBUTE:

* Apgpec cepBepa Proxmox;
* PekBu3ntbl gocTtyna (y4eTHas 3anucb 1 TOKEH);
* PekBun3nTbl BUPTyanbHbIX MaLUWH, NO WaboHy.

3anycTuTb KOHTENHEpP.LI

B komaHgHoW cTpoke, B nanke docker BbINOMHUTL KOMaHAY:

docker compose -f docker-compose-<service>.yml up -d

BMECTO <service> noacrasbTe, NocrneaoBaTenbHo: redis, rabbitmg



3aTteMm:

docker compose -f docker-compose.yml up -d



Mpouecc 3aBepLweHus padotsl MO

1. [Ins 3aBeplueHnsa paboTbl BeO-nnatopmbl Nonb3oBaTento HeOBXo4MMO HaxaTb
KHOMKY BbIXOZ, B NPaBOM BEPXHEM YTy 3KpaHa Unn 3aKkpbiTb CTPaHULLY.

2. [insa 3aBepuweHuns pabotel APl Bepcum MO Heobxoaumo npepBaTb COeaUHEHNE.



KoHTakTblI
e-mail: recryptorium@re-crypt.com
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